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TRACK 12 - Resilience in Critical 
Infrastructures 

 
 

Critical infrastructures (CIs) are located at the heart of today’s society and provide a 
multitude of indispensable services. Intentional attacks may target CIs as vital point of 
societies, hitting many people with a relatively small amount of damage caused to only 
a small portion of a CI. Managing risks and maintaining resilience and robustness of 
CIs against attacks is thus in the center of interest for authorities, requiring novel 
concepts of benchmarking security, estimating impacts and planning towards a 
continuous provisioning of the CIs to the society in light of disruptions (whether natural 
or man-made).  
 
In this track, we are interested in novel approaches, concepts and methodologies to 
measure and improve risks and resilience of CIs regarding natural hazards or of 
adversarial attacks. Besides results from theoretical work, we encourage the 
presentation of technological solutions (e.g., prototypes) implementing those 
methodologies as well as use case scenarios and empirical studies, which provide 
insights in real-life applications and occurring problems. The aim is to bring together 
experts from the scientific area as well as practitioners to discuss approaches from 
different fields of application and incorporate multiple views on the topic.  
 

TRACK FORMAT 
 
The track will build on regular paper presentations and tutorial sessions, both 
possibly combined with live demos of (experimental) prototypes, e.g., simulations, 
serious games, etc. This should give the audience the opportunity to directly engage 
in a conversation with the experts, familiarize themselves with existing technology 
and open problems, and to engage in discussions going beyond the individual topics 
of the talks.  
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TRACK TOPICS 
 
- Assessing threats and risks in CIs 
- Threat Intelligence 
- Technical solutions to securely share experience and data related to security 
- Approaches making CI networks more resilient 
- Identifying and measuring impacts on the society 
- Identifying and measuring cascading effects 
- Concepts of cooperative defense and swarm intelligence for security 
- Concepts for early and emergency population warning systems 
- Concepts and technical solutions for communicating in crisis situations 
- Simulation methods for propagation of threats and their impacts 
- Methods of cyber and physical situational awareness systems 
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